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Chapter - 9 (100 MCQ)
Overview of Cyber Security

There are 100 Multiple Choice Questions. The questions are from Chapter-9
Overview of Cyber Security MCQs of CCC. All questions of Overview of Cyber
Security MCQs are in Hindi languages. All questions contain 4 options and
the right answer. An Overview of Cyber Security MCQs are given in this article
according to the NIELIT CCC syllabus.

Q.1. Arfaf@a & & =+l a1 & arRRT I 872
(A) Norton (B) Avira

(C) Quick Heal (D) All of the above

Q.2. HTTPS & S &I #4T Addd g?

(A) System (B) Secure

(C) Static (D) Simple

Q.3. T gHT WIFdl AT FT 3UYINT FAT HIM?

(A). &T F Y AT FEY Tl o AT

(B). Scad W ok FaX g1 & faw

(C). ReAc T Hotaled UTed Fel oh [olT

(D). =eadh W gHTa=TquT aIfdfafer i fu= & fau

Q.4. HTAIT NIAH Y ATeH 1 diF AT AR FIGT 82

(A) Zombie (B) Virus

(C) Ransomware (D) Trojan Horse



Q.5. TLS 3k SSL = 87

(A) Webserver (B) Layers of internet

(C) Cryptographic protocol (D) Internet Protocol

Q.6. EDI &1 qof &7 Fr 87

(A) Electronic Data Interchange
(B) Electronic Data Information
(C) Electric Data Interchange

(D) None

Q.7. frdll qwlr & 33X IS U F AT FH dwsdld &1 3TANET
g STar 87

(A) Rootkit (B) Bitmapping

(C) Steganography (D) None

Q.8. FDM &1 &2

(A) Fused Deposition Modelling
(B) Fused Filament Fabrication
(C) Filament deposit mesh

(D) Fused direct metal

Q.9. A & @ T& S TaF HY Feelldhe ALH HIAT &2
(A) Trojan horse (B) Virus

(C) Spyware (D) Ransomware

Q.10. virus & qof & FT 82



(A) Vital Important Resources Under Seize
(B) Vital Information Resources Under Seize

(C) Very Important Resources under Size

(D) None

Q.11. fR¥ew 3o & wa@ wgcayer afafafer «=m 32

(A) Gathering information (B) Cracking passwords

(C) Covering tracks (D) Escalating privileges

Q.12. 9gal HTYEX IRTH HleT AT 3?2
(A) Creeper (B) Worm

(C) Rat Virus (D) Blaster

Q.13. fAwrfaf@a & & fFd Fogexr @t it Joft F FA@T 1 FFHaT 82

(A) Phishing (B) Prayer
(C) DoS attack (D) Both A and C
Q.14. UF YHFR F AFedq § S 3TARHAr & FogqeX

dRE FT IdT o9 3T 398 a9 H #Acg Fa & v RBasa fFar
T g7

(A) Malware (B) ADWARE

(C) Antivirus (D) Both B and C

Q.15. Awafaf@a # ¥ =l a1 THarRT TIH FT & THR g2

(A) Quick Heal (B) McAfee

(C) Kaspersky (D) All of the above



Q.16. ¥ TF FIFEAIT NAH IT AT A=W & FFar & s s,
dead e & ATCIH A 3T are Y 3271 Yhe H oer Far 81 s
& T F AT AT 87

(A) Malware (B) Firewall

(C) Antivirus (D) Cookies
Q.17. Awafaf@d & ¥ #ieT &1 ereg q@U & AR A1 IASHR 1 I
A BRI F AT 3UFRT FA F Feia AT &2

(A) FHST Sl (B) afefeass ardy
(C) sicfaes duer 3R (D) 3 & @i

Q.18. a¥-%1¢ gfher Y yfhar # Ak W Feafaf@a & ¥ v
39T AT STET 82

(A) Aircrack-ng (B) Wires hark

(C) Norton (D) All of the above

Q.19. vfawe 3fder sk wrsaR wXaw &, TFHAT & Y &7
(A) 2 (B) 3

(C) 5 (D) 7

Q.20. RPA &T Fel Bl FT 872

(A) Robotic Process Automation
(B) Robotic Protocol Automatic

(C) Robotic Process Advance



(D) None

Q.21. e # ¥ &l FYeX Ui F & TN §7?
(A) Fishing (B) Shipping

(C) DOS Attack / DOS (D) Staking

Q.22. WIgsX TR SARTAT Fgl @A HI fAear §2
(A) Social Media (B) Email

(C) Compute (D) None of these

Q.23. A & ATLYH W d& B HARIEAT FAT FgeaTdr g2

(A) Email Spoofing (B) Email Spamming

(C) Hacking (D) All of The Above

Q.24. #geX AFew A T IR AT R § 7w @ =9 F

foT, Feger Rwed & gaen °Te], TG 1T

(A) Antivirus (B) Firewall

(C) VLC Player (D) Written Story

Q.25. FI3 I TH YR &I g2

(A) Antivirus Program (B) Photo Editing Software
(C) Computer Virus (D) Video Editing Software

Q.26. WPS &T 1 ATH T §IdT 87

(A) Wi-Fi protected system (B) Wi-Fi protocol setup

(C) Wireless protected setup (D) Wi-Fi protected setup



Q.27. FY aRH H g2

(A) Trojan horse (B) Malware

(C) Ransom ware (D) All of these
Q.28. a1 3T grEad v FIEm FIar ¥?

(A) Authentication (B) Encryption

(C) Authorization (D) Non-repudiation

Q.29. @FT H ¥ &l T TIERRA 87

(A) Quick Heal (B) Norton
(C) K7 (D) All of the above
Q.30. g&¥ IHAAR = 35T F T FYX ARy @

STAATT HId 82

(A) 3YIRTRAT & & FHEH FI AT 3o1 BT, 3TN TIRTAT ell

(B) 3TAVTRAT T 3T AR TGS ST FdeeTfNel AN dF Tgd TTecd el
(C) Fgex faFcH # HIEIT 3UANTehcll o ST I G el

(D) 39 qsfr

Q.31. "TCP/IP" ereg #T 3¢

(A) Transmission Contribution protocol/ internet protocol
(B) Transmission Control Protocol/ internet protocol

(C) Transaction Control protocol/ internet protocol



(D) Transmission Common Protocol/ internet protocol

Q.32. Fa138 ® YT HT Y& AR Feaw F fav ffafea & & fra
CATHIH HT IANT fFAr Srar 87

(A) Cloud Workload Protection Platform (B) AWS

(C) Cloud Security Protocol (D) One Drive

Q.33. 9 aitss ¥ & HIURT FHAAR § e F&T Aead ar gan
TIEATHT B T A BT o B fawr dk e & 8
(A) IT Security Officer (B) Ethical Hackers

(C) Chief Technical Officer (D) Security Architect

Q.34. gfg $AT & ATLYH F S JUY FAgAMd STARRT AF Hse
F1S AR G FT IW & AT Fgar § S frdr e AT & 3w 76 ar
S/ FeT AT 82

(A) Phishing (B) Hacking

(C) Botnet (D) Spamming

Q.35. EDR &1 gaifdar &7

(A) Endless Detection and Recovery
(B) Endless Detection and Response
(C) End Point Detection and Recovery

(D) Endpoint Detection and Response

Q.36. WIga Y& HT HET 36T FAT ¢?



(A) IM Trojan (B) Backdoor Trojan

(C) Ransom Trojan (D) SMS Trojan
Q.38. UfHTeueT dhellh TH Acds I dgdiled deldl g7

(A) Performance (B) Security

(C) Reliability (D) None

Q.39. UrHEg WIS & IY FI FAT Fgl ST g2
(A) Spooling (B) Surfing

(C) Browsing (D) Spoofing

Q.40. 2FA &T 3gaT FIT g7

A) %hael Ueh 9IEAS & WY GIET Fald el
B) seT & ufeshte e
C) 3UANTehdt T ggdreT T & faffiesr Tt & gice e

(
(
(
(D) Sz T @ g

Q.41. frw e R &1 3wahr freht & fav frar arar & & #ia
e 3287 & AT 31T aF IgT FhaT 87

(A) System Access Control (B) System Design

(C) Data Access Control (D) None



Q.42. sfisd Teurser Vafesw T AT AFedq & & AfiesT,
g, Asparer srer U AN NARITTH A TR Far 2

(A) True (B) False
Q.43. FU&T FoIFETN FT AET d&q g2

(A) Privacy (B) Change

(C) Disruption (D) All of these

Q.44. WEeR gHe! ¥ 99 & AT FlaT &1 FH AW Ageaqor &7

(A) U FT 3R IEfAdT IrHas T YT el
(B) sicash @l 3IST el
(
(

C) aRRH FI gl
D) 9rds Sgelel

Q.45. ®ia d aFelw 32T #1 viepce FIAT & dIfed Haa Ta afFa &
g 7

(A) Firewall (B) Encryption

(C) Disruption (D) Phishing

Q.46. FlaT €l ThIeT HATFd STRIRATHT FT HTH FIFell Th g
& (el B2

(A) Desktop (B) Themes

(C) Lock (D) Background
Q.47. OTP---mmmmm-- & T H ft ST Frar g2

(A) Stable Password (B) Fixed Password

(C) Static Password (D) Dynamic Password



Q.48. & ywAfAd fFahnfees F feae it gdr 82
(A) 1 key (B) 3 key

(C) 2 key (D) 4 key

Q.49. fw ufereereT aselid # F Wawfed Feit (Public key) 3k wF
faslt Feft (Private Key) 1 39aler fam smar 82

(A) 3rgATAT Tiesheeldl (Asymmetric encryption)
(B) gAfAaT ufesheere (Symmetric encryption)
(C) gf&er tfspeardd (Hashing encryption)

(D) 3w Tl (URL encryption)

Q.50. sdl& 3¢ 3&d FT HET 35T FAT gl g7

(A) faFes T geam & GUR e

(B) sTer TR 3R FAFeH I ThameT Tgam
(C) urgas seef

(D) Fead & 7y s

Q.51. aftss sy #r qd qafa & faar el Fueht @1 Ser aEd
dcadd X ol FIAT e 2

(A) True (B) False

Q.52. 98 dedld ¢ HaT 39ANT Aad&s a4l
IR wAf 7 S wufaat v guam F Ao By smar 32

(A) Ethical hacking (B) Unethical hacking

(C) Fixing bugs (D) Internal data-breach

Q.53. TeT ¥ ¥ Y IR W a9 @ S A $2

(A) Grey hat hackers (B) Unethical hacking
10



(C) Fishing Expert (D) Ethical hacking

Q.54. & #Afa® g=< (Ethical Hacker) # a5 gfafRea &t aiffe &
wH FI AfSET ATHERT oflF T g

(A) True (B) False

Q.55. T YAgerd wdiarh 1 FRaw AT 1 Foarhed FIT THT B

r 3R HERIHATIT N TgITeAAT
3R AT 7 @ Tfge?

(A) Ethics of Talking to Superiors (B) Rules and Regulations

(C) Hacking Techniques (D) Privacy and Security

Q.56. ar=ifaf@a & & Fia A1 seic F1 @ JVF I—RT AT 82

(A) Chat messengers (B) Social networking sites

(C) Tutorial sites (D) Chat-rooms

Q.57. AFfaf@d & ¥ &l AT WU Acafhar IFEC H1 FCAd FT
¥ fav sugsd 39T At 87

A) AT IrHTS
B) 3197 HFEC & BT Ak d foied Y
C) 379 9THas ser r o ford

(
(
(
(D) 3= Tfr areas i aire HIET g 0 O A <

Q.58. R eNEe F1 TH T &7

(A) False (B) True

11



Q.59. wrerer #Hifzar wew &1 v Rewr QA a7 3k 3 rd ot

UfCahereT § St FI A9 3T TF IgT WIod FIA
¥ AeE A &7

(A) TR Saw (B) afere R

(C) gram 3Hifsex (D) ETgsR 3Ry

Q.60. R¥eH ¥ qT AT AT FAW HTh I
qrerer AT IFr3C Fr FI&T TGIT?

(A) A8 3T FA (B) <IeT 3T3¢ el

(C) E13eT Y LT (D) @TeT ST AT

Q.61. 3rqst fA¥eHA F Tha A X ATy wigal ' 7€ FA F 3T
& NAA  FA AT 31 GHar § a1 Aerd ARAT W 32T AiF ) a1
A FA FAT T FHAT g2

(A) True (B) False

Q.62. B B ¢ oIl 3Is RATEH W a9 331
g AT § 99 /T FA d9EEe W AT 87

(A) Cookies (B) Cache

(C) Bots (D) Crawlers

Q.63. frdY off af@ig Nifed & sdasFg =
HATR AT I AT T T @T 217

(A) Phishing (B) Spamming

(C) Hooking (D) DoS
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{ Answer Key }

1 @ 21 © 41 © 61 @
2 ® 22 @ 42 @ 62 @
3 @ 23 @ 43 @ 63 ©
4 © 24 (@ 44 (@
5 © 25 © 45 ©
6 @ 26 @ 46 ©
7 © 27 @ 47 @
8 @ 28 ® 48 ©
9 © 29 @ 49 @
10 ©® 30 @ 50 ©
11 ® 31 ® 51 @
12 @ 32 @ 52 @
13 © 33 @ 53 @
14 © 34 @ 54 @
15 @ 35 @ 55 @
16 ©® 36 @ 56 ®©
17 @ 37 @ 57 @
18 @ 38 ©® 58 ©®
19 ® 39 @ 59 @
20 @ 40 © 60 ©
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